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Navigating Emerging Standards and
Regulations: A Guide for Medical
Device Manufacturers

In an interconnected world, medical devices play a crucial role in providing quality
healthcare services. However, the increasing connectivity of these devices has exposed
them to cybersecurity risks. The potential consequences of compromised medical device
security are alarming, as they can lead to patient harm, data breaches, and disruption of
critical healthcare services. Moreover, they can also impact medical device manufacturers
(MDMs) directly by disclosing their intellectual property (IP) and damaging their reputation.

To mitigate these risks and ensure patient safety, regulatory bodies and industry standards
organizations have introduced stringent guidelines and regulations for MDMs to follow.

PURPOSE

This white paper aims to provide a comprehensive understanding of the emerging standards
and regulations in the market that govern medical device cybersecurity. We will delve into key
guidelines and regulations issued by the U.S. Food and Drug Administration (FDA), the European
Union’s Medical Device Regulation (MDR), and international standards such as IEC 62443, ISO
14971, and UL 2900-2-1. Furthermore, this paper will outline the steps MDMs need to take
to prepare for compliance, emphasizing the importance of partnering with a trusted security
expert like Kudelski loT.

www.kudelski-iot.com info@kudelski-iot.com



Understanding Emerging Standards
and Regulations

The FDA has been increasingly focused on medical device cybersecurity in recent years.
The agency recognizes the potential risks posed by interconnected devices and has
issued guidelines and regulations to address these concerns.

These guidelines emphasize the importance of incorporating security into the design,
development, and maintenance of medical devices. MDMs must stay updated with
these requirements to ensure compliance and maintain patient safety and are required
to demonstrate the ability to monitor, identify, and address cybersecurity issues
throughout the lifecycle of their devices.

Key FDA Guidance Documents and Regulations

Several key FDA guidance documents and regulations outline the expectations for
MDMs regarding medical device cybersecurity. Compliance with these FDA guidelines
and regulations is crucial for MDMs to ensure the security and integrity of their devices,
protect patient safety, and meet regulatory expectations. These include:

I Postmarket Management
of Cybersecurity in Medical
Devices

I Premarket Considerations

The FDA recommends that

MDMs include cybersecurity risk
management as part of their
premarket submissions. This includes
providing a plan to identify and
address potential vulnerabilities and a
software bill of materials (SBOM) that
lists all software components used in

This guidance focuses on managing
cybersecurity risks in devices that are
already on the market. It emphasizes
theimportance of proactive monitoring,
timely patching, and establishing

the device.

Content of Premarket
Submissions for Management
of Cybersecurity in Medical
Devices

effective incident response plans.

This guidance provides
recommendations on the content
and format of premarket submissions
related to medical device
cybersecurity. It highlights the need
for risk assessments, risk mitigation
strategies, and documentation of
cybersecurity controls



European Union Medical
Device Regulation (MDR)

Overview of the MDR and Its Impact on Medical Device Manufacturers

The European Union Medical Device Regulation (MDR) is a comprehensive regulatory
framework that governs medical devices in the EU market. The MDR aims to enhance
patient safety, streamline the regulatory process, and address the growing complexity
of medical devices. It replaces the previous Medical Device Directive (MDD) and imposes
stricter requirements on MDMs.

The MDR introduces several significant changes, including:

I Expanded Scope I Classification System
The MDR extends its applicability to The MDR introduces a new risk-
a broader range of medical devices based classification system for
Software also falls under the MDR’s medical devices, which may affect the
framework if the software is intended regulatory pathway and requirements
for controlling or influencing the for manufacturers.

performance of medical devices or is
an “accessory for a medical device”

\t/;/:éh,{/lnDtlF?'e meaning of Article 2(2) of I Notified Body Involvement
MDMs must engage with a notified
body, an independent organization

. designated by an EU member state,
I Premarket Requirements to assess the conformity of their
The MDM considerably expands the devices with the MDR requirements.

previous MDD requirements for device
safety and performance.

I Postmarket Surveillance

The MDR places increased emphasis
on postmarket surveillance, requiring
MDMs to actively monitor the
performance and safety of their
devices throughout their lifecycle.



Compliance Requirements and Timelines

MDMs must ensure compliance with the MDR within specified timelines to continue
marketing their devices in the EU. Following a transition period of four years, the MDR
became fully applicable on May 26, 2021, with an extended transition period for a subset
of provisions. MDMs must assess the impact of the MDR on their devices, update their
technical documentation, and fulfill the requirements for conformity assessment and
postmarket obligations.

International Standards and Frameworks

These standards play a critical role in enhancing risk management, as seen with 1SO
14971. Additionally, as more medical devices integrate sophisticated software, standards
such as IEC 62304 become essential in guaranteeing that these software components
function reliably. Moreover, adherence to standards like IEC 62443 and UL 2900-2-1 is
imperative to bolster cybersecurity. Collectively, these standards represent a proactive
approach to ensuring the highest levels of safety, reliability, and security in the global
healthcare sector.

By aligning with these international standards and frameworks, MDMs can
proactively address cybersecurity risks, comply with regulations, and build
trust among healthcare providers and end-users.

|IEC 62443 for Industrial Control System Security

Industrial Control Systems (ICS), including medical devices, are increasingly
connected and therefore increasingly vulnerable to cybersecurity threats.
The IEC 62443 series of standards provides guidelines and best practices for
securing ICS environments. MDMs can benefit from implementing IEC 62443
principles to enhance the cybersecurity of their devices and protect against
potential attacks.

IEC 62304 for Medical Device Software

IEC 62304 defines the life cycle requirements for medical device software
and provides a framework for incorporating security considerations into
the development processes of medical device software. By adhering to this
standard, MDMs can enhance the security posture of their medical devices
and reduce the likelihood of security breaches or vulnerabilities.



ISO 14971 for Risk Management of Medical Devices

ISO 14971 is an internationally recognized standard for risk management in
medical devices. It provides a systematic approach to identifying, evaluating,
and mitigating risks associated with medical devices throughout their lifecycle.
MDMs should integrate ISO 14971 principles into their risk management
processes to ensure the safety and efficacy of their devices.

UL 2900-2-1 for Cybersecurity of Healthcare Systems

UL 2900-2-1 is a standard specifically developed for the cybersecurity of
healthcare systems, including medical devices. It outlines a framework for
assessing and certifying the cybersecurity of connected healthcare products
and systems. Adhering to UL 2900-2-1 can help MDMs establish a robust
cybersecurity foundation and demonstrate their commitment to protecting
patient safety.
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Steps for Compliance Preparation

Conducting a Comprehensive Risk Assessment

Identifying Potential Vulnerabilities and Risks Specific to the Device. MDMs should
initiate the compliance journey by conducting a comprehensive risk assessment
tailored to their specific devices. This involves identifying potential vulnerabilities and
risks associated with the device, including but not limited to its:

The risk assessment should consider
internal and external threats and the
potential impact on patient safety and
data integrity. ¢ Functionality

¢ Architecture/design

Threat modeling is a crucial component ® Hardware and software

of the risk assessment process. It involves components

identifying potential threat vectors, such ¢ Communication protocols
as unauthorized access, data breaches, or
device manipulation, and analyzing how
these threats could exploit vulnerabilities
in the device. By understanding the
possible attack scenarios, MDMs can
implement appropriate security controls
and mitigation strategies.

¢ Data storage

Implementing Secure Development Practices

MDMs should embed security practices throughout the entire product development
lifecycle. This includes incorporating secure coding practices, performing rigorous code
reviews, and conducting security testing at various stages.

Secure coding practices are vital for reducing vulnerabilities and minimizing the risk of
exploitation. Adhering to industry best practices, such as secure software development
frameworks and secure design principles, can help MDMs build devices with a strong
security foundation. In particular, features such as secure configuration management,
secure authentication mechanisms, and secure data storage, can significantly enhance
device security.



Establishing a Robust Security Framework

MDMs should establish comprehensive policies and procedures for security within their
organizations. These policies should cover aspects such as access controls, incident
response, vulnerability management, and secure software development. Regular staff
training and awareness programs should be conducted to ensure employees understand
their responsibilities and follow the defined security procedures.

Encryption plays a critical role in protecting sensitive data and communication channels.
MDMs should incorporate strong encryption algorithms and protocols to safeguard
data at rest and in transit. Additionally, implementing robust access controls, including
user authentication mechanisms and authorization levels, helps prevent unauthorized
access to the device and its data.

Partnering with External Security Experts

Navigating the complex landscape of emerging standards and regulations can be
challenging for MDMs. Engaging with an experienced security partner, such as Kudelski
loT, can provide MDMs with the necessary expertise and support to meet regulatory
requirements and ensure the security of their devices. By relying on external security
experts, MDMs can focus on their core business activities while having peace of mind
that their devices comply with the highest security standards.

Partnering with a trusted security provider allows MDMs to offload the complexities of
compliance preparation and cybersecurity management. Kudelski loT offers tailored
compliance solutions and services that align with the specific needs of MDMs. From
conducting threat and risk analyses to code reviews and device security evaluations,
Kudelski loT ensures MDMs have the necessary support to manage risks, reach a trusted
level of cybersecurity, and be ready for market.
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The Value of Partnering with Kudelski 1oT

Expertise and Knowledge

Kudelski loT has a proven track record of working with MDMs and assisting them in
achieving compliance with emerging regulations. With years of experience in medical
and industrial device security, our team has in-depth knowledge of industry standards,
regulatory requirements, and best practices.

Kudelski loT has an extensive history of staying up to date with the evolving regulatory
landscape and emerging standards across many industries. Our experts quickly analyze
and develop a comprehensive understanding of new schemes like the FDA guidelines,
the MDR, international standards such as IEC 62443, IEC 62304, and ISO 14971, and
frameworks like UL 2900-2-1. This expertise then enables us to guide MDMs through
the compliance journey agilely and effectively.

Tailored Compliance Solutions

Kudelski loT offers a wide range of services designed to support MDMs in achieving
compliance. Our comprehensive suite of solutions includes threat and risk analyses,
code reviews, and device security evaluations. These services are tailored to meet the
specific requirements and challenges faced by MDMs, ensuring a targeted and effective
approach to compliance.

We work closely with customers to conduct thorough risk assessments, identifying
vulnerabilities and developing strategies to mitigate potential threats. Our code reviews
help identify security flaws and provide recommendations for secure coding practices.
Additionally, our device security evaluations assess the overall security posture of
devices, identifying areas for improvement and suggesting robust security mechanisms.



Proactive Security Measures

At Kudelski 10T, we adopt a proactive approach to cybersecurity. We go beyond basic
compliance requirements by employing advanced techniques such as fault injection
and side-channel analysis. By simulating potential attacks and exploiting vulnerabilities,
we can identify weaknesses and suggest necessary countermeasures.

Fault injection involves deliberately injecting faults into a system to understand its
response and identify potential vulnerabilities. Side-channel analysis focuses on
analyzing unintended information leakage through physical characteristics, such as
power consumption or electromagnetic emissions. By leveraging these advanced
techniques, Kudelski loT strengthens the security posture of MDMs’ devices and
mitigates potential risks.

Simplifying Regulatory Compliance

Navigating emerging standards and regulations can be complex and time-consuming
for MDMs. Kudelski loT simplifies this process by providing clear guidance and support
throughout the compliance journey. We assist MDMs in understanding the requirements,
aligning their processes with the regulations, and implementing necessary security
measures. This ensures a smooth and efficient path to compliance.

With our experience in security guidelines and industry standards, Kudelski loT
ensures that MDMs meet the specific requirements of each regulation. We guide MDMs
through the intricacies of compliance, helping them implement the necessary controls,
documentation, and processes to achieve and maintain regulatory adherence.




Conclusion

As the healthcare industry embraces the benefits of interconnected medical devices,
ensuring cybersecurity and compliance becomes paramount. MDMs must understand
and adhere to emerging standards and regulations to protect patient safety, maintain
market access, and safeguard their reputation. Compliance is not just a regulatory
requirement; it is a fundamental step toward building trust in the industry.

Partnering with a trusted security expert like Kudelski IoT empowers MDMs to confidently
navigate the landscape of emerging standards and regulations. With our expertise,
tailored solutions, and proactive approach to security, we enable MDMs to focus on their
core business of developing innovative medical devices while relying on our specialized

knowledge to address cybersecurity risks and ensure compliance.

Services and solutions to secure every

stage of your MDM journey

With our expertise in threat analysis, code review, device evaluation, key management, provisioning, over-the-
air firmware updates, and continuous monitoring and incident response, we ensure you meet your security
objectives at every phase of your medical device’s product lifecycle

I Premarket submission / regulations
requirements

We provide the comprehensive reports and
documentation of the security measures,
tests, and validations performed, suitable for
submission to regulatory bodies like FDA.

Threat & Risk Assessment, Code Review, Penetration Testing, Device
Security Discovery.

I Advanced medical device security
services

Enhance device security for sensitive
applications, protect your valuable intellectional
property and ensure the integrity of your selected
components with the help of our experts.

Advanced Security Evaluation, Architecture Review, Advisory for
Semiconductor BOM, IP Protection.

Post-market surveillance & regulation
requirements

Leverage our expertise in security, compliance
and cybersecurity monitoring to help meet your
PMS obligations.

Delta Code Reviews on Updates, Incident Response, Continuous
Firmware Vulnerability Monitoring.

Medical device security technologies

Our technologies enable you to securely onboard,
manage, update and control your devices over-the-
air, providing the protection you need to achieve
protect your end-users, your brand and your
revenue.

PKI as a Service, identity, key and certificate management, Secure
Provisioning, Firmware Updates, Code Obfuscation, Security IP.



FAQ - Security and Compliance for
Medical Device Manufacturers

1. What are the key security regulations that medical device
manufacturers need to comply with?

Medical device manufacturers (MDMs) need to comply with regulations such as the
Medical Device Regulation (MDR EU 2017/745), FDA Class |, II, or Ill requirements, IEC
62443-4-1for industrial control system security, ISO 14971 for risk management, and UL
2900-2-1 for healthcare system cybersecurity.

2. Why is compliance with security regulations important for
medical device manufacturers?

Compliance with security regulations is essential for medical device manufacturers to
ensure patient safety, protect sensitive data, maintain market access, and preserve their
reputation. Non-compliance can result in regulatory penalties, legal consequences, and
compromised patient well-being.

3. How can security vulnerabilities in medical devices impact
patient health and safety?

Security vulnerabilities in medical devices can be exploited by malicious actors to
manipulate device functionality, administer drug overdoses, or provide inaccurate
readings, thereby endangering patient health and safety.

4. How can external security experts assist medical device
mManufacturers in achieving compliance with security regulations?

External security experts can provide specialized services to assist medical device
manufacturers in achieving compliance. These services may include threat and risk
analysis, code review, device security evaluation, security evaluation techniques,
architecture review, intellectual property protection, and continuous monitoring.

5. What is the process of conducting a threat and risk analysis for
medical devices?

A threat and risk analysis involves assessing potential security threats, identifying
vulnerabilities, and evaluating the associated risks for medical devices. This process
helps MDMs understand their device’s security posture and develop strategies to
mitigate potential risks.



6. How do code reviews enhance the security of medical devices?

Code reviews involve analyzing the software code of medical devices to identify security
flaws and vulnerabilities. This practice helps uncover potential weaknesses and enables
the implementation of secure coding practices to strengthen device security.

7. What is the significance of device security evaluation for medical
device manufacturers?

Device security evaluation is crucial for medical device manufacturers to assess the
overall security of their devices. It helps identify potential vulnerabilities, implement
robust security measures, and ensure compliance with required security standards
and regulations.

8. How can external experts support medical device manufacturers
in Mmanaging risks and reaching a trusted level of cybersecurity?

External experts can provide comprehensive premarket and postmarket services
to help medical device manufacturers manage risks and achieve a trusted level of
cybersecurity. These services may include threat and risk analysis, code review, device
security evaluation, incident response, and continuous monitoring.

9. What are the benefits of partnering with external security
providers for security and compliance needs?

Partnering with external security providers allows medical device manufacturers to
leverage specialized expertise in security and compliance. It enables MDMs to focus
on their core business while relying on external support to address cybersecurity
challenges, ensure compliance, and enhance the security of their devices.

10. Can external experts assist with securing intellectual property and
conducting patent infringement analysis for medical device manufacturers?

Yes, external security providers can offer services to protect intellectual property and
conduct patent infringement analysis. They can help MDMs safeguard their innovations,
identify potential infringements, and mitigate risks related to patent infringement.

1. How do external security providers stay up to date with evolving
security regulations and standards?

External security providers stay up to date with evolving security regulations and
standards through continuous monitoring, active participation in industry forums,
engagement with regulatory bodies, and ongoing research. This ensures that their
services align with the latest requirements.



12. What are the potential consequences of non-compliance with
security regulations for medical device manufacturers?

Non-compliance with security regulations can lead to regulatory sanctions, legal
liabilities, loss of market access, damage to reputation, and compromised patient
safety. It is crucial for MDMs to prioritize compliance to mitigate these risks.

13. Can external security providers assist with security-related incident
response and recovery?

Yes, external security providers can offer incident response services to assist medical
device manufacturers in handling security incidents effectively. They provide guidance
on incident containment, investigation, recovery, and steps to prevent future incidents.

14. How can medical device manufacturers ensure the continuous
security of their devices after the initial compliance process?

Continuous monitoring, firmware updates, and patches are essential to ensure the
ongoing security of medical devices. External security providers can offer solutions
for monitoring firmware, detecting vulnerabilities, and providing timely updates and
patches to address emerging threats.

15. What is the significance of fault injection and side-channel analysis in
security evaluation?

Fault injection and side-channel analysis are advanced techniques used to assess the
resilience of medical devices against sophisticated attacks. These techniques help
identify potential vulnerabilities and improve the overall security posture of the devices.

16. How can quantum-resistant cryptography benefit the security of
medical devices?

Implementing quantum-resistant cryptography in medical devices provides enhanced
protection against attacks from quantum computers. It ensures the long-term security
and confidentiality of sensitive data transmitted and stored within the devices.

17. Can external security providers assist with architecture review and
advisory for semiconductor Bill of Materials (BOM)?

Yes, external security providers can offer architecture review services to assess the
overall design and structure of medical devices. They can also provide advisory support
for semiconductor BOM, helping MDMs make informed decisions regarding components’
security and potential vulnerabilities.



18. How can medical device manufacturers stay protected from
emerging vulnerabilities and evolving cyber threats?

Staying proactive and up to date with emerging vulnerabilities and evolving cyber threats
is essential. Medical device manufacturers can seek support from external security
providers to receive ongoing monitoring, updates, and timely guidance to address
emerging security challenges.

19. What steps should medical device manufacturers take to enhance
security and compliance with the help of external providers?

Medical device manufacturers can start by researching and selecting reputable external
security providers who offer specialized services tailored to their needs. They should
then collaborate closely with the provider, communicate their requirements, and work
together to implement robust security measures and ensure compliance.

20. How can medical device manufacturers initiate a partnership with an
external security provider for their security and compliance needs?

Medical device manufacturers can initiate a partnership with an external security
provider by reaching out to their team through the contact information provided on
their website. The security provider’s experts will guide MDMs through the process,
understand their specific needs, and tailor their services to support their security and
compliance objectives.



